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A S EMI -S TRUCTURED I NTERVIEW
Our semi-structured interviews at the end of the study were loosely
guided by the following questions. Questions were asked for all
three observation methods: for 2D Video Observations (i.e., 2DVO),
3D Observations (i.e., 3DVO), and VR Observations (i.e., VRO).
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1. Which observation method did you perceive as most
similar to observations in the real world? Why?
2. How did you feel about using [observation method]?
What was easy and/or challenging?
3. In which observation method do you think have you
been most successful in terms of correctly guessed
PINs/patterns? Please explain why.
4. Could you please tell us why (or why not) you felt being part of the environment where the authentication
happened?
5. Could you please tell us why (or why not) you had a
sense of acting in the virtual space rather than operating
something from the outside?

Figure 1: Participants’ self-selected positions when observing smartphone PIN authentications. The green observation position represents
the expert-defined observation position in 2DVO as a reference.

6. Could you please tell us how the real-world surrounding
impacted you while performing the observation task?
7. Please consider the experienced environment and a realworld environment where you are standing next to a real
person and perform the same observation task. What
would be different to what you have just experienced in
our study?
8. In which authentication context was it easier for you to
perform the observation? Please explain why.
9. Did you change your observation strategy when attacking PINs vs patterns on the smartphone? Please explain
why.
10. Did you experience any difficulties when attacking PINs
compared to patterns (or vice versa)?
11. Did you change your observation strategy between the
smartphone and the ATM? Please explain why.

Figure 2: Participants’ self-selected positions when observing smartphone pattern authentications. The green observation position represents the expert-defined observation position in 2DVO as a reference.
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N UMBER OF S UCCESSFUL O BSERVATIONS ( IN %) AND
L EVENSHTEIN D ISTANCES
Table 1 shows an overview of the number of successful observations
(in %) and the Levenshtein distances.
D

F- RATIOS FOR L EVENSHTEIN D ISTANCE , IPQ, AND
NASA-TLX
Table 2 shows the F-ratios for the Levenshtein distances, IPQ scores,
and NASA-TLX scores.

Table 1: Overview of the number of successful observations (in %) and mean Levenshtein distances when using the different observation methods
in the three authentication scenarios.
2D VIDEO OBSERVATIONS (2DVO)
Smartphone PIN
repeated
overall
83.33% (SD=24.25%) 77.78% (SD=30.34%)
0.167 (SD=0.243)
0.403 (SD=0.685)

single
97.22% (SD=11.79%)
0.028 (SD=0.118)

Smartphone pattern
repeated
94.44% (SD=16.17%)
0.139 (SD=0.413)

overall
95.83% (SD=14.02%)
0.083 (SD=0.305)

3D OBSERVATIONS (3DO)
Smartphone PIN
repeated
overall
83.33% (SD=29.70%) 69.44% (SD=36.41%)
0.361 (SD=0.564)
0.648 (SD=0.867)

single
86.11% (SD=23.04%)
0.250 (SD=0.493)

Smartphone pattern
repeated
97.22% (SD=11.79%)
0.028 (SD=0.118)

overall
91.67% (SD=22.36%)
0.139 (SD=0.371)

VR OBSERVATIONS (VRO)
Smartphone PIN
repeated
overall
88.24% (21.86%)
83.82% (SD=26.74%)
0.235 (SD=0.437)
0.265 (SD=0.448)

single
100% (SD=0%)
0 (SD=0.000)

Smartphone pattern
repeated
100% (SD=0%)
0 (SD=0.000)

overall
100% (SD=0%)
0 (SD=0.000)

Variable
Successful Observations
Levenshtein Distance

single
94.44% (SD=16.17%)
0.083 (SD=0.256)

ATM
repeated
94.44% (SD=16.17%)
0.111 (SD=0.323)

overall
94.44% (SD=15.94%)
0.097 (SD=0.288)

single
72.22% (SD=35.24%)
0.639 (SD=0.888)

Variable
Successful Observations
Levenshtein Distance

single
80.56% (SD=25.08%)
0.333 (SD=0.515)

ATM
repeated
86.11 (SD=23.04%)
0.222 (SD=0.428)

overall
83.33% (SD=23.90%)
0.278 (SD=0.470)

single
55.56% (SD=37.92%)
0.943 (SD=1.03)

Variable
Successful Observations
Levenshtein Distance

single
94.12% (SD=16.61%)
0.118 (SD=0.332)

ATM
repeated
97.06% (SD=12.13%)
0.029 (SD=0.121)

overall
95.59% (SD=14.40%)
0.074 (SD=0.250)

single
79.41% (SD=30.92%)
0.294 (SD=0.470)

Table 2: F-ratios for the statistical analysis of the IPQ scores, NASA-TLX scores, and Levenshtein distances. p < 0.05 highlighted .
Measures
Levenshtein Distance (ATM)
Levenshtein Distance (Smartphone PIN)
Levenshtein Distance (Smartphone pattern)
IPQ Presence Score
Sense of being there (PRES)
Spatial Presence (SP)
Involvement (INV)
Realism (REAL)
NASA-TLX

Observation Method

Threat Model

Observation Method ×Threat Model

F(1,83) = 4.584, p < 0.05, η p2 = 0.10
F(1,83) = 4.95, p < 0.05, η p2 = 0.11
F(1,83) = 3.21, p < 0.05, η p2 = 0.07
F(2,34) = 71.429, p < 0.05, η p2 = 0.81
F(2,34) = 31.932, p < 0.05, η p2 = 0.65
F(2,34) = 59.61, p < 0.05, η p2 = 0.78
F(2,34) = 20.592, p < 0.05, η p2 = 0.55
F(2,34) = 23.944, p < 0.05, η p2 = 0.58
F(2,34) = 4.715, p < 0.05, η p2 = 0.217

F(1,83) = 4.526, p < 0.05, η p2 = 0.05
F(1,83) = 6.69, p < 0.05, η p2 = 0.07
F(1,83) = 25.53, p < 0.05, η p2 = 0.24
n/a
n/a
n/a
n/a
n/a
n/a

F(1,83) = 3.319, p < 0.05, η p2 = 0.07
F(1,83) = 2.70, p = 0.073, η p2 = 0.06
F(1,83) = 2.62, p = 0.0789, η p2 = 0.06
n/a
n/a
n/a
n/a
n/a
n/a

